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ABOUT INTERPROBE 

 

InterProbe designs unique products, solutions, and services to address varying technological 
needs of organizations from any industry, including especially of those organizations that are 
engaged in a sensitive field of activity.   

Our team of highly qualified engineers and experts design and manufacture next-generation 
technologies. We are a real partner that strives to add value to your business through software 
that we continuously develop.  

With our headquarters in Ankara, Istanbul Technopark branch as well as our offices in 
Azerbaijan, Qatar and Kazakhstan, we offer strategic solutions to all organizations around the 
world. Our R&D investments mean that we closely follow trends in security technologies and 
collaborate with other organizations around the world to create value. 

We have a strong sense of responsibility for the development and growth of Turkey, and this is 
the strongest aspiration that guides our operations. InterProbe organizes training and 
internship programs intended to improve the competencies and skills of especially young 
graduates and university students. We also allocate resources to give project support to young 
software developers.  

Being a part of Pavo Group companies and bringing many projects to successful completion, 
we offer end-to-end solutions developed with national resources and capabilities within the 
group of the following companies: 

 

PAVOTEK, a company that has been operating in the defense industry for many years and 
providing services mainly in the fields of digital communication and embedded software, 

PANOD, a company that specializes in  electro-mechanical production, assembly (SMD and 
THT), and testing, 

PAVELSIS, a company that operates in the fields of avionics systems, military electronics and 
communication systems, biomedical solutions, power electronics and IoT, 

PNETWORKS, a company that designs and manufactures network security products and 
switching-routing devices, and 

INTERDATA, a company that offers construction, infrastructure and installation services for data 
centers. 
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INTRODUCTION AND EXECUTIVE SUMMARY 
 

Introduction 

Cyber security gains more importance day by day. Neither protecting a system nor compromising it 
is not as easy as before. 2000’s systems that could be compromised with a simple telnet 
vulnerability is much rarer thanks to standardized libraries and the increase in cyber security 
awareness. That’s why adversaries adopted new strategies and techniques. Now it became clearer 
that the weakest link in cyber security is human itself which is the reason behind increase of 
phishing activities. At the same time, adversaries started to chase vulnerabilities that can’t be 
patched easily anytime soon. Of course, as much as these techniques are effective adversaries need 
to alter their techniques if they want to bypass signature-based scans. That why adversaries 
developed fast ways to change malicious code. As signature-based systems are not good enough 
to detect these threats, the cyber security experts understand the turn is on them noticed that 
tracing behaviors of malwares is much more effective than only using signature-based scan. 

 

At this point, as the InterProbe Fusion Center team, we are here with the first issue of the 
InterProbe Malware Newsletter, to make it easier for cybersecurity teams to follow current trends. 

Our newsletter will be published every month with trending malware, recent activities related to 
malware and new techniques of the actor that uses the malware in a language that almost 
everyone interested in cyber security can understand.  
 

We wish you a happy reading. 

 

Executive Summary 

The month of June was a chaotic time with all the new malwares out there and with the release of 
Lockbit 3.0, it looks like July will be even worse. In this document we gathered information about 
topics below: 

• The ransomware that written in Rust programming language named Blackcat started to 
exploit vulnerabilities that given the CVE id of CVE-2021-34473 and CVE-2022-21846 that 
found in Microsoft Exchange. 
 

• A new Android banking trojan discovered and dubbed as Malibot. Malware targets banks in  
• Spain and Italy country for now 

 
• Researchers reached new findings that indicates BRONZE STARLIGHT apt group uses  
• ransomware attacks to hide its real motivation which is thought to be information theft.  
• According to these findings, it seems the HUI Loader malware is used jointly by the Chinese-

backed apt groups. 
 

• A new tool named Quantum .Lnk Builder appeared in a hacker forum. In addition to be able 
to create malicious windows shortcuts, seller claimed that Quantum .Lnk Builder can create 
malicious emails using vulnerability dubbed as Dogwalk.  
 

• Lockbit 3.0 has been released. The ransomware group added a bug bounty program for their  
(in both versions) websites and ransomware. 
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01 | BlackCat Ransomware 

BlackCat made its debut in underground forums on 2021 November-December. The group took a 
step in ransomware sector by introducing themselves as new generation ransomware group named 
ALPHV. As known, the gap that opened in the sector when Blackmatter and REvil ransomware 
stopped their operations only meant that it will be closed by another. Because, like many other 
sectors, ransomware sector has become a market too. 

Unusually, BlackCat uses the Rust programming language and when it wants to move horizontally, 
it takes advantage of Microsoft's tools such as PsExec for Windows. It can run on Windows and Linux 
operating systems.  

 

 

 

 

 

 

 

 

 

 

 

 
 

 

Options for running BlackCat Ransomware 

 

We see lot of news about BlackCat since December 2021. One of the most important of them is that 
in this June, BlackCat started to target Microsoft Exchange Servers. Because malware is written in 
Rust programming language not only helps with Defense evasion it also makes the malware harder 
to analyze. 

Vulnerabilities Used by BlackCat 

We can say that BlackCat Group targets Microsoft Exchange servers that is not patched yet in June 
2022. We can check the scenario prepared by Microsoft Microsoft. We can see steps of attacks 
executed by BlackCat Ransomware Group 
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Figure 1: Exploitation Steps of BlackCat | source: microsoft.com 

 

CVE’s Used By BlackCat: 

On 15 June 2022, Microsoft warned against Microsoft Exchange Server vulnerabilities especially used by BlackCat 
Ransomware. In this context; 

 

 

 

 

 

 

 

 

 

 

 

 

 

Warning of vulnerabilities CVE-2021-34473, CVE-2021-31196, CVE-2021-31206. 
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CVE-2021-34473 can be exploited using Metasploit module above for zero click remote code execution.  

 

Especially one of the most popular exploitation framework tools Metasploit contains a module to exploit 
the vulnerability which makes adversaries jobs easier.  

 

 

 

 

 

 

 

 

 

 

 

 

 

Warning of vulnerabilities CVE-2022-21846, CVE-2022-21855, CVE-2022-21969.  
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Recommendations and Mitigations 

As Interprobe Research we recommend you to do the followings in addition to classic mitigations 
against ransomware: 

• Patch Microsoft Exchange Servers in your network immediately. 
 

• Allowing only “certain” extensions to be attached in an e-mail to prevent end-user focused  
attacks. For example, just giving permission to send .docx, .pptx .pdf files. Using whitelisting 
methodology should be more effective than blacklist methodology. You can see extensions 
used by BlackCat below. 
 

 

 

 

 

 

 

 

 

 

 

 

 
Figure2: Extensions with white backgrounds are already used by BlackCat those marked with green are discovered in recent 

investigations. source: securelist.com 

• It is recommended to follow TTPs and simulate your corporate infrastructures against the 
techniques of the relevant malware and others and tighten the security products with 
reference to these tactics and techniques. 

 

YARA Rule For BlackCat 

You can use YARA rule found in the link below. 
 
https://github.com/interprobe/BlackCatRansomware.yara 
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02 | MaliBot 

A new Andorid malware dubbed as MaliBot is discovered by researchers. MaliBot is used to 
collect passwords and other credentials of users, to seize banking data and to obtain 
information from crypto money wallets. Also, it can bypass multi factor authentication 
mechanisms and seems like it only targets banks in Spain and Italy for now. 

MaliBot malware is developed using Kotlin. It is distributed using malicious websites and SMS 
messages. At the same time MaliBot imitates legitimate crypto currency applications in the 
Google Store to trick users into downloading the malware. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Promotion of MaliBot under the name of Mining X 

 

Features 

• Web injection/overlay attacks 
• Theft crypto currency from Binance and Trust wallets  
• Theft of MFA/2FA codes 
• Theft of cookies 
• Theft SMS data 
• Bypasses Google MFA 
• Ability to make a connection via VNC to compromised device 
• Ability to remove and install applications 
• Ability to send SMS messages. 
• Extensive logging of any successful or failed operations, phone activities, and any 

errors 
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Recommendations and Mitigations 
 

• Using trusted sources like “Google Play Store” or “F-Droid”. 
• Installing Antivirus applications to your Android devices. 
• Be careful to check which permissions you give to an application when you install it. 
• Don “root” your Android devices. 
• Be careful against suspicious SMS messages. 
• It is recommended to follow TTPs and simulate your corporate infrastructures against the 

techniques of the relevant malware and others and tighten the security products with 
reference to these tactics and techniques. 

 
 

Although the clauses are valid for most threats, they are necessary for hardening. 

F5 researchers emphasize that MaliBot can hijack the 
authentication codes of Google Authenticator. 
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03 | Hui LOADER 

Loader type malware HUI Loader is used by China-backed APT groups since 2015 and came into light 
once again due to recent discoveries about BRONZE STARLIGHT/DEV-0401 group. New findings 
shows that BRONZE STARLIGHT group uses ransomware attacks as a curtain to hide their other 
activities such as information theft. 

The group encrypts files using ransomware on accessed systems, demanding a ransom for the 
decryption of the files. Usually in case of ransomware attack, cyber security teams put most of their 
resources into the attack which gives an opportunity to BRONZE STARLIGHT group to hide their true 
intent. 

 

 

 

 

 

 

 

 

 

 

Chronological change of HUI Loader. source: https://blogs.jpcert.or.jp/ 

On January 2022 during an incident response engagement, security researchers on Secureworks 
company discovered some facts that indicates BRONZE STARLIGHT and BRONZE UNIVERSITY 
groups are working together. Findings shows that 2 groups compromised a system at intersecting 
times. In 2021 mid-November, BRONZE UNIVERSITY group compromised a system and then at late-
November 2021 BRONZE STARLIGHT group compromised the same system. After that, both groups 
ended their infiltration to the system. This could indicate that BRONZE STARLIGHT group is China 
government supported apt group. 

HUI Loader malware is used to load Rook, Night Sky, Cobalt Strike payloads, LockFile, Atom Silo, 
PlugX, QuasarRAT ve Pandora malwares. 

 

 

 

 

 

 

 

 “HUI…” that gave its name to HUI Loader, it seems they removed this string from samples released after December 2021.  
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Other than BRONZE STARLIGHT group, HUI Loader is used for a long time by APT10 which also known 
as BRONZE RIVERSIDE. APT10 group targeted several countries recent years, especially Japan. 

 

 

 

 

 

 

 

 

 

 

 

Diamond model of attacks executed by BRONZE STARLIGHT and BRONZE RIVERSIDE(APT10) groups. 

 

Techniques Used by HUI Loader 

HUI Loader downloads a legitimate program that is vulnerable to dll search order hijacking 
vulnerability and a malicious dll to exploit the legitimate program. Around March 2022, an updated 
version of HUI Loader seen using RC4 algorithm to decrypt malicious payload.  

 

You can check MITRE ATT&CK Matrix for more. 
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Recommendations and Mitigations 

Other than known vulnerabilities, BRONZE STARLIGHT group also uses Cobalt Strike payloads for 
Command & Control. 
 

• Make sure your network devices software is up to date. 
• Have an experienced incident response support. 
• Use EDR/XDR solutions which is actively supplied with new intel 
• It is recommended to follow TTPs and simulate your corporate infrastructures against the 

techniques of the relevant malware and others and tighten the security products with 
reference to these tactics and techniques. 
 

Although the clauses are valid for most threats, they are necessary for hardening. 
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04 | Quantum Builder 

A tool to build malicious Windows shortcuts has emerged in underground forums. Dubbed as 
“Quantum .Lnk Builder”, tool support more than 300 icons for malicious shortcut and can fake any 
extension. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Quantum Builder promotion poster 

In the promotion we can see Builder includes several evasion techniques too. There are also 
modules to create malicious .iso and .hta files. 

 

 

 

 

 

 

 

 

 

.Lnk Builder module of Quantum Builder. We can see that there is also remote url and icon settings in the module. 
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After researchers analyzed the samples they found, they discorvered the malicious .lnk files 
created with Quantum Builder were quite similar with the malicious shortcuts used by the Lazarus 
Apt group. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Comparison of malicious code used by Lazarus and malicious code used in files built with Quantum Builder. 

 
 

Vulnerabilities used by Quantum Builder 

Threat actor claimed that Quantum Builder can create malicious mails without any attachments 
using Dogwalk vulnerability.  

 

 

 

 

 

 

 

 
The post that shows threat actor integrated Dogwalk N-Day exploit to Quantum Builder. 
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Dogwalk vulnerability is a Path Traversal vulnerability that lets attackers to run malicious code and 
achieve persistence using startup by building malicious .diagcab files. Although the vulnerability 
reported to Microsoft in 2020, it marked by Microsoft as “won’t fix” due to 2 reasons: first is that 
.diagcab attachments in mails are blocked by default in Microsoft Outlook. The other one is that 
.diagcab files are required to execute code anyway. You can see an example of attack in the 
figures below. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: In first step we create the malicious file with .diagcab extension then execute it. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 4: In second step, malicious payload can be seen in startup folder. 
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Recommendations and Mitigations 
 

• Make sure your network devices software is up to date. 
• Have an experienced incident response support. 
• Use EDR/XDR solutions which is actively supplied with new intel 
• It is recommended to follow TTPs and simulate your corporate infrastructures against 

the techniques of the relevant malware and others and tighten the security products 
with reference to these tactics and techniques. 
 

Although the clauses are valid for most threats, they are necessary for hardening. 
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05 | Lockbit 3.0 

With release of Lockbit 3.0, the Lockbit Ransomware has taken all the spotlights to itself recently. It 
seems like they also did a lot of branding work. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Lockbit 3.0 Promotion Poster 

Lockbit Ransomware is written in C and assembly languages. Malware uses combination of AES 
algorithm and ECC. The Lockbit team, which is thought to be based in Russia, claims that the 
encryption algorithm they used is still not solved after 2 years. 

 

 

 

 

 

 

 

 

 

Publications made by Lockbit Group. Kaynak: http://Lockbitapt**************.onion 
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Features 

• Command & Control panel that can be accessed using Tor. 
• Communication with victims via Tor. 
• Discovery of decryption tools. 
• Ability to scan Local network to enumerate open ports and servers that use services like DFS, 

SMB WebDav. 
• Spreads through domain without needing any scripts. 
• Ability to close processes and services that could prevent malware from running properly.  
• Ability to block processes that could prevent ransomware from encrypting files. 
• Removal of Shadows Copies from Windows systems. 
• Ability to open other devices connected to the network using Wake-on-Lan. 
• Ability to create hidden partitions on Physical disc. 
• Ability to corrupt logs in compromised systems. 

 

Additionally, Lockbit group started a new Bug Bounty program to be informed about bugs in their 
locker, website and more. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Lockbit Bug Bounty Program page. Kaynak: http://Lockbitapt**************.onion 
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Recommendations and Mitigations 

• Backup your data. 
• Install software from trusted resources only. 
• Make sure to check extensions of e-mail attachments. 
• Check if your Security software’s are active and up to date. 
• It is recommended to follow TTPs and simulate your corporate infrastructures against the 

techniques of the relevant malware and others and tighten the security products with 
reference to these tactics and techniques. 

 

Although the clauses are valid for most threats, they are necessary for hardening. 

 

YARA Rule for Lockbit 3.0 

You can use YARA rule found in the link below. 

https://github.com/interprobe/lockbit3.0detect_v2-byInterProbe.yara  
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